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Introduction

Intended Audience

This document is intended for network and computer professionals involved in the
maintenance, configuration and support of the Intranet Quorum® product (1Q). Typically,
this document will be used to facilitate decisions about 1Q deployment.

Scope
The purpose of this document is to provide an overview of the following:

e How configuration decisions interrelate;
e How servers and clients are used by the 1Q application;

e How overall configuration decisions effect the configuration of individual system
components.

Servers are discussed in terms of their role in the application environment, rather than as
specific nodes within the network. Multiple types of configurations are available where
multiple nodes work together to fill a particular role or where a single node may function
in multiple roles in relation to 1Q. Examples are given to clarify when and why a
particular scenario is recommended.

This document is not intended as an installation guide or instruction set. Engineers can
use this document in order to understand requirements for establishing test environments.
However, the detailed instructions for specific releases and information specific to a
particular deployment should first be obtained by contacting your IT Consultant (ITC).

Network policies, security requirements and user requirements can all impact
configuration decisions. Requirements specific to your environment should be discussed
with your ITC.

The information in this document pertains to configuration options for 1Q 3.x.

Proprietary and Confidential © 2005 LMDSI



I ' LOCKHEED Mnnﬁ

What is Intranet Quorum?

Intranet Quorum® (1Q) is a Citizen Relationship Management and Workflow system used by
government officials to facilitate and track interaction with key constituencies. 1Q is:

e \Web-based, offering the centralized control, ease of deployment and supportability inherent
in all web-driven applications;

e Database-driven, preserving the complex interconnections between different types of data
required to effectively track government workflows;

e Thin Client, client interface based on standard tools requires minimal configuration and
support;

e Extensible, able to be configured in a variety of network and server configurations to match
the specific needs of each customer.

Modules

The 1Q application is made up of a series of specialized modules. Data from these modules is
stored in a central database and is cross-linked in order to reflect accurately the complex
interrelationship inherent in standard government processes. Links to modules are only displayed
for users who have been granted access.

Types of 1Q modules include:

e Standard modules, available in every deployment;

e Specialty modules, designed to meet specific needs common to many but not all
environments. These are fully developed modules with specific functions that may or may
not be needed in a particular environment. Specialty modules are usually selected during the
sales process in order to be activated and configured as part of the initial 1Q deployment;

e Custom modules, designed to meet needs unique to a specific environment or user base.
Custom modules require a significant level of input and interaction between Lockheed
Martin Information Technology development staff and key stakeholders. These modules may
be developed and tested on a timeline for the initial 1Q deployment, but are most often
developed as a subsequent phase in the adoption cycle.

Proprietary and Confidential © 2005 LMDSI
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Standard Modules

People Records name, addresses and other information on all contacts
made through 1Q. People records will include agency contacts
tracked for Workflow and constituent or other people records
used for correspondence.

Mail Allows creation and tracking of correspondence generated to
People records in the 1Q database. Mail records can be created
directly from a People record, from Workflow and from other
modules in 1Q.

Workflow Allows tracking of complex or multi-part projects. Templates
are created to include processes completed within the office
where all participants are users on the same 1Q account, or
Extended Workflow where part of the process is sent from 1Q
to an outside contact for completion. Standard Workflow is a
core function available in all 1Q deployments. Extended
Workflow requires additional setup and system configuration.

Documents Acts as the document library for form letters, formats and other
documents used with Mail, Workflow and other 1Q modules.
Allows standard Document tracking functionality for other
types of documents used within an office.

Calendar Scheduling package designed for multiple levels of user
access. Schedule items can be associated with People records
and can be used as part of a Workflow. Allows calendar items
to be sorted by the nature of the event, issues and People
affiliated with the event.

Admin Used to create a manage users, groups and security profiles.
Also used to set system configuration settings and access the
1Q Admin Client.
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Web Server Configuration

The web server provides application access to 1Q though a web interface. The function of the
web server may be filled by a single node or by a multi-node web farm. Configuration
requirements include:

Microsoft Windows 2003 or 2000 operating system;

NET Framework 1.1 with Service Pack 1;

11S®86;

TCP/IP protocol with port access to web services;

SMTP Service (required for some 1Q modules);

Internet Explorer® 6.0 Service Pack 1;

Latest approved operating system service pack and security rollup;

Microsoft Data Access Components (MDAC) configured to connect to the Oracle
database;

Oracle SQL*Net Client;
1Q Application Files;
Auditing of connections, files and registry (recommended, not required);

ASPNet State Session service (recommended in large environments, but not required).

Proprietary and Confidential © 2005 LMDSI
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[IS Configuration

LMDSI recommends servers used with 1Q be dedicated for that purpose and not shared with
other applications. Assuming this is true for the web server, all virtual directories and
applications installed automatically with the 11S® installation should be removed, leaving only
the virtual directory for 1Q. FTP Services and Microsoft Front Page®, which can pose security
risks, are not required and should be removed.

1Q requires a directory for the web site where 1Q and Mailroot folders reside. The default
location is EA\INETPUB.

Default Web Site

E Computer Managemenkt = |EI|£|
Q File  Action Wiew indow Help ‘ 18] =]
&= B@EXEFRDE 22 > ma
Q Camputer Management {Local) Mame | Path | Skatus
System Tools "biq E:\Inetpublig.root
" Storage —..litc_asp E:\InetpubhIite_asp
=- Services and Applications ) aspret_client

8 Telephony -

__lwehctrl_dlient

-Gy Services \
: default,
%WMI Control (=] default.asp

I +- B8 Indexing Service | ||sstart.htrr!
E| PJ Internet Information Service ||:|agerrnr.glf
I ) Application Pools
=8 _J ‘web Sites
=] g Diefault 'web S

m,
ztc _asp

I +__J aspnet_client
: &) wehckrl_client
I ___J Web Service Extensions
-5 Defaulk SMTP Virtual Sers

< I A I i
| | |

Figure 1 -- The Default Web Site is accessed from Internet Service Manager.

Root Directory

1Q is configured as a subdirectory of the default web site. The URL used to access 1Q is
http://<servername>:800\1Q, where the name of the 1Q web server is used in place of the
<servername> placeholder.

The default location of the 1Q application directory is EAINETPUB\IQ.ROOT. IQ users are
directed to myworkhome.asp automatically if Single-Signon is configured.

The default directory for IQ Admin client is ENINETPUB\IQ.

The GLOBAL.ASA file is the Windows default and is not specific to 1Q.
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TCP Port

1Q does not require a specific TCP port. Any available port can be used. The port selected should
be determined by the network administrator based on availability and security requirements. For
security reasons, LMDSI does not recommend using the default, port 80.

Default Weh Site Properties

Dacuments | Directory Security I HTTP Headers
Web Site | Petformance I ISAFI Filers

I Horne Direckory

2

Cuskom Errars

—Web site identification

Descripkion: I Default Web Sike

IP address: I (Al Unassigned)

j .ﬁ.g'-.fann:ed...l
TP port: s00 S5L pork: I

— Connections

Connection Limeout: I 14,400 seconds

Iw Enable HTTF Keep-alives:

—Iv Enable logging

Active log Format:

|w3C Extended Lag File Format x| Properties... |

Ik I Cancel

Apply

Help

Figure 2 - TCP Port settings are adjusted from the Web Site tab of the

Default Web Site Properties window.

Connection Timeout

Typically all timeout settings are set to four hours for 1Q. Connection Timeout for the Home

Directory should be set to 14400 seconds.
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Application Configuration

Application Mapping

1Q requires only the .ASP and .NET Framework application mapping. The .ASA mapping
should be left in place because removing it can interfere with the normal operation of I1S.

Application Configuration ﬂ

Mappings |O|:|til:||'|5 I Debugging I

¥ Cache ISAFI extensions:

— Application extensions

Extens... | Executable Path | Verbs -
(853 CWINDOW S swskerm3Ziinetsryiasp.dl - GET,HES, —
(A5AY W INDOW S Microsoft MET\Framew, .. GET,HEA..
LS CHOMIMDOY S Microsof b MET\Framew, ..  GET,HEA..

Jashix W INDOW S Microsoft MET\Framew, .. GET,HEA..
(A5 CWINDOW S Microsaft MET\Framew, .. GET,HEA.. = |
3

1 |

Add... | Edit... Remoye |

Wildcard application maps {order of implementation);

Insert. .. |
Edit... |
Remove |

[Mave o | [Miave Lo |

(o] I Zancel Help

Figure 3 - The Application Configuration window is
accessed from the Home Directory tab in the
Default Web Site Properties window.
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Application Options

Session timeout and ASP Script timeout settings are increased to allow adequate time for larger
queries to run. As stated above, the standard timeout setting is 4 hours. Values should be set as

shown in the figure below.

Enable buffering is left on by default, but can be changed to improve performance if required by

the local network environment.

Application Configuration

Mappings ©ptions |Debugging|

— Application configuration

¥ Enable session state:

Session Eireouk:
[v Enable buffering
[¥ Enable parent paths

1 240

minukes

Default ASP language: I YBScript

E_ G000  seconds

[ Enable Side by Side assemblies

A5SP script Eireouk:

Manifeskt File marne: I

o |

Zancel Help

Figure 4 - The App Options tab is accessed from the Home
Directory tab in the Default Web Site Properties

window.
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Directory Security

Authentication Methods
By default, 1Q uses NT authentication.

Authentication Methods x|

—_ Enable ANOMYMOLS SCCEss!
IJse the Fallowing Windows user account For anonymols access:

Lser name: I ISR _IC3 Browse. ., |

Passward: I [TTITITITITIY

—Authenticated access
Far the Following authentication methods, user name and password

are required when:
- anonymaus access is disabled, or
- access is restricked using NTFS access contral lists

W Integrated wWindows authentication
™ Digest authentication For Windows domain servers
[ Basic authentication (password is sent in clear kext)

[~ .MET Passport authentication

Defaulk domain: I Select, ., |
Realm: | Seleck... |

(0] 4 I Cancel | Help |

Figure 5 — Authentication Methods are set from the
Directory Security Tab in the Default Web
Site Properties window.

1Q user ID and password information must match the network user ID and password for pass-
through authentication. If a matching 1Q user is not found or if passwords do not match, users

will be prompted for 1Q logon information.
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Background Jobs Directory

The ASP folder is used for background job management. By default, this folder is F:\ASP for the
three-drive node operating as the web server in a multiple-server environment, or E:\ASP for a
node configured with two-drives.

SMTP Server Configuration

IQ uses the SMTP service of 11S® for incoming IMA messages and outbound e-mail in the Mail
and Workflow modules. Typically, 1Q uses the default SMTP virtual server and domain. The
SMTP properties are configured so that 1Q relays outgoing mail to an existing smart host, rather
than relaying messages directly. LMDSI recommends that inbound mail to 1Q be routed through
an existing, externally facing SMTP server in order to protect 1Q from potential e-mail attacks.

The SMTP server integrated with 11S is a very basic mail server designed primarily as a mail
forwarder. As such, more advanced features such as spam detection, rules or redirection are not
available, as they are in more robust SMTP servers. Using a full-featured mail server as an
intermediary allows more robust configuration of how messages are routed and how automatic
responses are sent.

Regardless of the smart host and e-mail system used, SMTP servers relaying mail to 1Q must
preserve the sender’s From address. If the From address is omitted or changed by the forwarding
server, 1Q will be unable to accurately send electronic replies.

Proprietary and Confidential © 2005 LMDSI
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Component Services

Application Pool Properties
1Q 3.0 runs in its own application pool. The timeout property is set to 240 minutes (4 hours).

DefaultAppPool Properties ed |

Recycling Performance |Health | 1dentity |

—Idle kimeouk

Shukdown worker processes after being idle For 40
v 2.
(kime in minutes);

—Request queue limit

W Limit the kernel request queue inumber of requests): E, 4000

—I Enable CPU monitoring

Maxirmurm CPU use (percentage): 100

Refresh CPU usage numbers (in minukes); E_ 5

Action performed when CPU usage exceeds maximum CPL use;

IN::: ackion j

—\Web garden

Maxirurm number af worker processes: E, 1
Ik I Cancel apply | Help |

Figure 7 — The worker timeout setting is accessed from the Properties
tab of the Application Pool settings in the 11S Manager
module of Computer Manager.

ASPNET User

The ASPNET is the user created by and used for the .NET framework. This user must exist and
the password cannot be changed from the encrypted value automatically created.

10 Proprietary and Confidential © 2005 LMDSI



-I- b LOCKHEED MA#TIHE?

Oracle SQLNet Client Configuration

SQLNET Version
1Q can use SQLNET version 8.1.7 or higher.

TNSNAMES.ORA

1Q requires the Oracle middleware to be configured for SQL communication between the 1Q
Oracle instance and the web application. The TNSNAMES.ORA file defines the parameters for
this communication. This file defines the address and port of the Oracle Listener for the 1Q
database. In a single server configuration or when the web server is configured with three drives,
this file is typically located in the E:\Oral0\Network\Admin directory. For a web server with two
drives, this file is typically located in the C:\Oral0\Network\Admin directory.

A Sample TNSNAMES.ORA file is seen below:

B tnsnames.ora - Notepad o ] [

File Edit Format Yiew Help

# tnsnames.ora Metwork Configuration File: e:‘woralOwnetwork“adminhtnsnames.ora ;|
# Generated by oracle configuration tools.

QPOWER =
(DESCRIPTICH =
CADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCPICHOST = IQ30.solutions. Imit.com)(PORT = 118))

(CONMECT_DATA =
(SERVICE_MAME = gpower)

J
J
EXTPROC_COMNMECTION_DATA =
(DESCRIPTION =

CADDRESS_LIST =
(ADDRESS = (PROTOCOL = IPCICKEY = EXTPROCI)

CCOMMECT_DATA =
(5ID = PLSEXTProc)
(PRESEMTATION = RO

Figure 8 - The TNSNAMES.ORA file is used to define communication between the 1Q
application and the 1Q Oracle instance.

The host value in the TNSNAMES.ORA file can be either the host name or the host IP. The port
value should be determined by the network administrator based on availability and security
requirements. It can be any available TCP port, but it must match the port defined for the Oracle
listener configured for the database server.

11 Proprietary and Confidential © 2005 LMDSI
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SQLNET.ORA

In a single server configuration or when the web server is configured with three drives, this file is
located in the \Network\Admin folder of the Oracle home directory of the web server. For a
single-node web server with three drives, typically this will typically be
E:\Oral0\Network\Admin. For a web server with two drives, this is typically
C:\Oral0\Network\Admin directory.

This configuration file sets connection parameters between 1Q and Oracle. Expire_Timeout will
ensure no unused connections remain open.

E‘- sqlnet.ora - Notepad

=101 x|

# =qlnet.ora Metwork Cu:unf'igur"at"lun File: e:“oraloywnetwork»adminssglnet.ora «
# Generated by oracle configuration tools.| i

File Edit Format Wiew Help

# SOLMET. AUTHENTICATION_SERVICES= (NTS)

MAMES, DIRECTORY _PATH= (THSNAMES)

SQLMET. EXPIRE_TIMEOUT=10
-
]

Figure 9 — Sample SQLNet.ORA file.

12 Proprietary and Confidential © 2005 LMDSI
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LISTENER.ORA

The listener.ora file defines the location of oracle communication. In a single server
configuration or when the web server is configured with three drives, this file is typically located
in the E:\Oral0\Network\Admin directory. For a web server with two drives, this file is typically
located in the C:\Oral0\Network\Admin directory.

_oix

File Edit Format Wiew Help

# listener.ora Network Configuration File: e:hworaldwnetworkhadmintlistener.ora a
# Generated by oracle configuration tools. —

SID_LIST_LISTEMER =
(SID_LIST =
(SID_DESC =
(SID_MAME = PLSExXTProc)
[ORACLE_HOME = e:%orald)
(PROGRAM = extproc)

]

(SID_DESC =
(GLOBAL_DEMAME = QPOWER
(ORACLE_HOME = E:MWORALOD)
(SID_MAME = QUO)

J
J
LISTEMER =
(DESCRIPTION_LIST =

(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCPJCHOST = ig30)(PORT = 118))

]
(DESCRIFTION =
(ADDRESS = (PROTOCOL

J
b
Kl H
Figure 10 — Sample Listener.ORA file.

IPCI(KEY = EXTPROCI) |

Required Services
1Q requires up to three services on the web server:

IQ Scheduler

The background schedule process that executes scripts for processing incoming IMA messages,
background jobs. This service is required for all 1Q deployments.

ASPNet State Session —

The session state service manages user session information on the 1Q web server. This service is
recommended for large environments, but not required.

IQPop
The Pull process used to transfer incoming IMA messages from a pop3 mail server into the drop
folder. This service is required only when the getmail version of IMA Pull is being used.

13 Proprietary and Confidential © 2005 LMDSI
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Directory Structure and IQ Application Files

1Q files are deployed to subdirectories of the web site folder, typically EXNINETPUB\. The main
1Q directories are:

IQ.ROQT, the 1Q 3.0 application folder;
1Q, which includes the \TC_ASP and \TC_DBPROC

subdirectories used for Admin Client.

A partial sample of the directory structure is given below:

Inetpub
IQ

Aspupload

Tc_asp
Code_file_html
Customer
Staging
WT _release

Tc_dbproc
Csb_releases
Db_releases
Legacy
Legacy_qp

Rpt_releases

Bin

Ig.root Figure 11 -- Sample of 1Q directory

structure.

Configs
Images
ReportFormats
Sql
Staging
Xsl

Mailroot

WWWroot
aspnet_client
webctrl_client

14
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Backup Requirements

LMDSI recommends that all nodes in an 1Q environment be backed up routinely. The backup
scheme in each environment may vary, depending on configuration, data access requirements
and backup media. Backups will generally be the responsibility of the network or system
administrator.

LMDSI can provide recommendations and tools appropriate for 1Q. Questions or concerns about
backup requirements for specific installations should be raised prior to installation.

For the 1Q web server, backups should include a full backup of the drive that houses 1Q
application files. This is especially important in environments where customized modules have
been developed and deployed. Because custom modules are not part of standard 1Q releases,
restoring or rebuilding a web server with customized software without a recent, valid backup can
cause unnecessary delays.

15 Proprietary and Confidential © 2005 LMDSI
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Database Server

The database server stores all 1Q data for retrieval and manipulation through the web interface.
The database can run on a Windows 2003 or 2000, or UNIX node. Access to information in the
database is controlled through the Oracle client connection between web server and database
server.

Oracle Configuration

1Q 3.0 runs on Oracle 10, and can be run in Archive mode or using Oracle Replication. The
standard configuration is discussed here. Contact your ITC for specific information on other
configuration options. Releases and patches are certified as they are available and tested with 1Q.

Required Components

The following Oracle modules listed below reflect the installed requirements for the 1Q database
server:

e Oraclel0g 10.1.0.3.0;

e Oracle Net Services 10.1.0.3.0;

e Oracle Enterprise Manager Products 10.1.0.3.0;
e Oracle Universal Installer 10.1;

e Oracle10g Windows Documentation 10.1.0.3.0;
e Enterprise Manager Console 10.1.0.3.0;

e Oracle Net Listener 10.1.0.3.0;

e Oracle ODP Provider for .NET 10.1.0.3.0;

e SQLPIlus 10.1.0.3.0.

16 Proprietary and Confidential © 2005 LMDSI
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Oracle Listener

An Oracle Listener service must be configured for the database server. The Listener configured
by LMDSI will be configured with a Session Identifier (SID) of QUO and a
GLOBAL_DBNAME of QPOWER. These values are set in the LISTENER.ORA file located by
in the \Network\Admin folder of the Oracle home directory. The default location of is
E:\Oral0\Network\Admin.

A sample LISTENER.ORA file for 1Q is shown below:

The port setting should be determined by the network administrator based on availability and
security requirements. It can be any available TCP port, but must match the port defined in the
TNSNAMES.ORA file discussed previously in the Web Server section.

B listener.ora - Notepad -0 x|
File Edit Format Wiew Help

# Tistener.ora Metwork configuration File: e:voralOhvnetworkhadminmyIistener.ora e
# senerated by Ooracle configuration tools.

SID_LIST_LISTEMER =
(SID_LIST =
(SID_DESC =
(SID_MAME = PLSEXtProc)
(ORACLE_HOME = e:hworald)
(PROGRAM = extproc)

(SID_DESC =
(GLOBAL_DEMAME = CPOWERD
(ORACLE_HOME = E:“WORALO)
(SID_MAME = QU0

J

LISTENER =
(DESCRIPTION_LIST =
(DESCRIPTION =
CADDRESS = (PROTOCOL

TCPICHOST = 9300 (PORT = 11870

J
(DESCRIPTION =
(ADDRESS = [PROTOCOL

IPCICKEY = EXTPROCI) -

:I -
4] 2

Figure 13 — The LISTENER.ORA file defines parameters used by the Oracle Listener. The
content of the file used by the database server and the 1Q web server should be
identical when separate files are used.

17 Proprietary and Confidential © 2005 LMDSI
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Oracle Instance for 1Q

INIT File Parameters

Parameters relating to the System Global Area and Memory Pools are defined in the Oracle INIT
file, located the \Admin\gpower\pfile folder of the Oracle home directory. By default this file is
located in E:\Oracle10\Admin\gpower\pfile. These parameters will vary for each
implementation, as determined by the unique needs of the environment. Parameters that must be
included for 1Q are as follows:

DB Name;

Instance Name;
Service Names;
DB Block Size;

Job Queue Processes.

18
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Sections of a sample INIT file are shown below:

& init - Notepad
File Edit Format Help

=10 x|

# Copyright (cC0 1991, 2001, 2002 by Oracle Corpaoration
# Cache and I/0

AAE AR A A A A A A A A A A A A A A
db_block_size=8132

db_cache_size=25185524
db_fiTe_multiblock_read_count=3z
disk_asynch_io=FALSE

DEWR_IO0_SLAVES=S

# Cursors and Library Cache

AAA AR AR AR A A A A A A A A A A A A A
Open_Ccursors=5o0

cursor_sharing=TRUE

Tog_buffer=z2042000

# Database Identification

AR AR AR AR A AR A R AR AR AR AR AR AR AR
db_domain=""

db_name=qpower

# Diagnostics and Statistics

A A A A A A A AR A AR A AR A AR AR
background_dump_des t=E:“0ORA1 D ADOMINYQPOWERS EDUMF
care_dump_des t=E:%“0RALO%ADMINSQPOWERSCOUMP
user_dump_des t=E:"0RAL1O%ADMINJPOWER S UDUMP

session_cached_cursors=100 Fngre 14-—8an1pkasecﬂons of

Oracle INIT file. Bold
entries must be
included for 1Q. This
sample file is not
complete and should be
used as reference only.

# File Configuration
HAREEEA AR AR AR AR R A R A A AR A

"F i DESYQUOSCONTROLOZ .CTLY )
db_recovery_file_dest=e:i“oralo~dbshquosTlash_recowvery_area
db_recowvery_file_dest_size=21433845

# lob Queues

A AR AR A A A A A A A A A AR A A A AR
job_gueue_processes=10

# Miscellaneous

AAA AR AR AR A A A A A A A A A A A A A
compatible=10.1.0.2.0

# Optimizer

AAA AR AR AR A A A A A A A A A A A A A
optimizer_index_cost_adj=zt%

# Pools

AR AR AR AR A AR A AR A AR AR AR AR
java_pool_5ize=20971520
Targe_pool_size=2352&05
shared_pool_5ize=83%8c050

# Processes and Sessians

AAA AR AR AR A A A A A A A A A A A A A
processes=300

sessions=170

# Security and Auditing

AER AR A A A A A A A A A A A A A A A A A R
remote_login_passwordtile=NONE

# Sort, Hash Joins, Bitmap Indexes

A A A A A A A A AR A A A AR A AR AR
sort_area _s5ize=55536

# System Managed Undo and Rollback Segments
A A A AR A A A A AR A A A A A A AR
undo_management=AU0T0O
undo_tablespace=UNDOTESL

control_files=("E:%“0RALOYDESYQUONCONTROLOL. CTL", "F:%DESYQUONCONTROLOZ.CTL",
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Required Share

The Oracle home directory, typically E:\Oracle10 for a single node with three drives, must be
shared with modify permissions for the ASPNET user created and used by the .NET framework
and for 1Q users. This is required by the .net application for the program and the client to be
able to access the Oracle SQLNet Client files.

Required Service

The OracleDBConsoleQUO service must be installed and running in order to access the
Enterprise Management Console, used to maintain the 1Q database and analyze tables when 1Q
releases are performed. The locally run java Enterprise Management Console can used as an
alternative when required by local security policies.

The Enterprise Management Console is accessed using the URL http://<servername>:5500/EM,
where <servername> is replaced with the actual name of the 1Q database server, and 5500 is the
default port setting.

Backup Requirements

LMDSI recommends that all components in an 1Q environment be backed up routinely. The
backup scheme in each environment may vary, depending on configuration, data access
requirements and backup media. Backups will generally be the responsibility of the network or
system administrator.

LMDSI can provide recommendations and tools appropriate for 1Q. Questions or concerns about
backup requirements should be raised prior to installation.

At a minimum, a complete export of the database should be performed and backed up nightly,
with a full backup of the database at least once per week. Because the data stored in the database
IS unique to each user population, there is no way to restore Oracle data without a valid and
current copy of the data. LMDSI cannot be responsible for reentry or recreation of lost data due
to inadequate backups.

LMDSI recommends a full backup of the Oracle database at least once per week. While the
database structure can be recreated in most cases, having to do so because of an inadequate or
outdated backup of the full Oracle database can be costly and can cause unnecessary downtime.
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Client

Types of 1Q Clients

Standard Clients

The standard client configuration allows users to input and update records, create and print 1Q
documents, perform other standard functions. The standard client configuration is the minimum
required to operate as a functional 1Q client.

Scanner Clients

The scanner client configuration allows users all the function of the standard client and the
additional ability to scan images used with 1Q. OCR can be used to create text content from
scanned documents, which can be searched within 1Q. Scanning is most often used with
Workflow, but can be used with other 1Q modules as well.

Standard Client Requirements

The standard client configuration allows users to input and update database records, create and
print correspondence, and perform other standard 1Q functions. The specific level of access for
each user will be determined by permissions granted to that user.

The standard client configuration required will vary depending on the application configuration
selected. This section outlines requirements common across configurations followed by an
explanation of environment-specific client roles and requirements.

Hardware Requirements

Exact hardware requirements will be determined by the operating system and other software
loaded on the client workstation. Standard 1Q clients have no special requirement beyond the
requirements of Windows and IE. LMDSI recommends the following as a minimum:

Windows 2000/Windows XP clients:

e 256 MB RAM;
e 1 GHz Pentium Il CPU;
e 10GB hard drive.

Scanning clients will have additional requirements and are discussed below.
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Operating System and Browser Requirements

1Q clients require a Windows-based operating system, either Windows 2000 or Windows XP.
Current versions of 1Q operate with IE version 6.0 and later.

Browser Configuration Requirements

Minimal configuration is required within IE. These setting should be applied regardless of the IE
version in use.

IE General Settings
Browser should be set to check for new content automatically.

2l x|

‘ Check for newer versions of stored pages:
i
&y r Evemn vizit to the page

™ Every time pou start Internet Explorer

— Temparary Intermet files faolder

Current location; C: W DOWSHT empaorary [nternet Filesh,

Arnount of disk space to uze:

0 o= we

Move Folder. .. | Wiew Filez... | Yiew Objects... |

] I Cancel |

Figure 15 - The Settings window is accessed using the
Settings button onthe General tab of the
Internet Options window.
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IE Security Settings

Zone Setting
1Q can run successfully for clients set with it to run in any zone — Internet, Local Intranet or as a
Trusted site. The Local Intranet zone is commonly used. The most secure environment is with 1Q

running as a trusted site.

Internet Options ﬂﬁl

General Security | F'rivacyl I:l:nntentl I:l:nnnecticnnsl Prugramsl .ﬁ.dvancedl

Select a'\Web content zone to zpecity ite securnty settings.

Internet Local intranet

Festricted
zites

Trusted sites

Trusted sites
Thiz zone containz ‘Web zites that you Sitas, |
trugt niat b darmage your computer ar —

data.

— Securty |level for this zone

Custom
Cuztom zettings.
- Ta change the settings, click Custam Lewvel.
- To uge the recommended zettings, click Default Level,

Cusztom Lewvel.. | Default Level |

| QF. I Cancel | Apply |

Figure 16 - Zone Settings are configured in the Internet
Options window.
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ActiveX Requirements

ActiveX settings for the zone used to access 1Q will need to be set as outlined below. These
mirror the default IE settings for the Internet zone.

Secunty Setlings ilil

Settingz:

............ ol Hugs —
| Download signed Active controls
) Dizable
{*) Erable
) Prompt
@ Download unsigned Actives contrals
) Dizable
) Enable

) Prompt
@ Initialize and script Activesd controls not marked as safe

) Dizable
) Enable

) Prompt
[FH D Ak oo ket mand i iien x
1| i 3

— Reset custom settings

Bezet ta: IL.:.W j Rezet |
(] I Cancel |

Figure 17 - The Security Settings window is accessed
from the Security tab of the Internet
Options window.

1Q can operate successfully in environments where these settings are predetermined and cannot
be modified by the user, or in environments where users maintain the ability to modify IE
settings. The 1Q software has no specific requirement for how the settings are made or
maintained.

Download signed ActiveX controls

Set to Enable.
Download unsigned ActiveX controls

Set to Enable or Prompt. The OCX control 1Q uses for images is allowed to both read and write
files, and consequently cannot be considered safe in an anonymous access environment. Enable
is the most commonly used setting and minimizes user intervention.
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Initialize and script ActiveX controls not marked as safe

Set to Enable or Prompt. Enable is the most commonly used setting and minimizes user
intervention.

Run ActiveX controls and plug-ins
Set to Enable.

Script ActiveX controls marked as safe for scripting

Set to Enable.

Active Scripting Requirement

Scripting settings for the zone used to access 1Q will need to be enabled. This mirrors the default
IE settings for the Internet zone.

Active Scripting

Set to Enable. If disabled, this setting can override the Active X settings detailed above.
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IE Advanced Settings

Advanced settings in IE determine how the application behaves in a variety of circumstances.
The settings below include both required and recommended settings.

Internet Options : ed |
Generall Securit_l,ll Enntentl Connections | Programs  Adwanced I

Settings:

@ Aoocezsibilig -
O Abways: expand ALT text for images

O Move sustem caret with focusdselection changes
Browsing

Always zend URLs az UTF-3 [requires restart)
(MR A otomatically check for Internet Explorer updates
Cloze unuged folders in History and Fawvaorites [requires restart)
[ Dizable zcript debugging

Dizplay a notification about every soript ermor

Enable folder view for FTP sites

Enable Inztall On Demand

Enable offling items to be sunchronized on a schedule
Enable page transitions

[ Enable Perzonalized Favorites Mernu

Hatify when downloads complete

[ Reuse windows for launching shortcuts _ILI
| »

EEE

Bestore Defaultz |

k. I Cancel | Apply |

Figure 18 - Advanced settings are configured from the
Advanced tab in the Internet Options window.

Automatically check for Internet Explorer updates

LMDSI recommends updates to Internet Explorer® be applied in a planned and uniform manner
across the 1Q user base. Disabling automatic notification allows IT staff more control over when
and how these updates will be applied.

Disable script debugging

LMDSI recommends that debugging be disabled. Debugging can be useful in troubleshooting,
but is not required for everyday use of the application.
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Display notification about every script error

LMDSI recommends that notification be enabled on all script errors. Alerting the user to errors
as they occur allows them to be reported and addressed as quickly as possible.

Reuse windows for launching shortcuts

LMDSI recommends windows not be reused. Though 1Q uses separate windows for explorer
pages (My 1Q, searches and search results) and record pages, specifying that windows not be
reused ensures that emailed links to 1Q records will not open over active browser sessions.

Use inline AutoComplete

1Q requires AutoComplete be turned off. Because there are so many data entry fields in 1Q and
because the nature of the data will vary with each record, AutoComplete is not useful and can
interfere with 1Q.

Empty Temporary Internet Files folder when browser is closed

LMDSI strongly recommends that temporary files be deleted each time the browser is closed.
Temporary data stored on the workstation can pose security risks and can unnecessarily use disk
space.

Office XP Web Components Tool

The Executive Dashboard pages display gauges of activity in 1Q. The Office XP Web
Components tool enables users to access this information using Internet Explorer.

Network Access

All 1Q clients require a TCP/IP connection to the 1Q web server. All user and client access to
data in the 1Q database is managed through the 1Q web server.

Other Requirements

It is common that users print to a shared network printer. 1Q also enables users to print to local
printer, if available. In either case, the appropriate print drivers will need to be loaded on the
client PC.

1Q clients used to export Event Tracking information to Outlook will require Outlook 2000 or
higher.
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Scanner Client

Additional Hardware requirements

In addition to the standard client hardware requirements, 1Q scanner clients require a TWAIN-
compliant scanner. The exact scanner selected will determine whether additional hardware, cards
or cables are required to connect the scanner to the workstation. Consult the scanner
manufacturer’s documentation for details.

Additional Software Requirements

Scanning clients are required to run Windows XP with Service Pack 1 or higher.
Microsoft Office 2003 with Microsoft Office Document Imaging (MODI)
Software provided by scanner manufacturer to operate the scanner.

In addition to the core operating system and Office-level tools, two additional components are
installed automatically on client workstations when the 1Q scanning interface is access for the
first time:

e The WIA Automation 2.0 API (wiaAut.dll); and

e DynamicWebTwainCtrl.dll, a Twain scanner interface from DynamSoft corporation.

The Active X settings outlined below enable the installation of these components.
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Additional Software Configuration

IE Security Settings
Two ActiveX settings will need to be updated on the scanner client as outlined below.

Secunty Setlings ﬂﬁl

Settingz:

@ Download signed Activer contrals
) Dizable
{*) Erable
) Prompt
@ Download unsigned Actives contrals
) Dizable
®
) Prompt
@ Initialize and script Activesd controls not marked as safe

) Dizable
{*) Erable

) Prompt
[FH D Ak oo ket mand el fion il
1| i »

— Reset custom settings

Bezet ta: IL.:.W j Rezet |
(] I Cancel |

Figure 19 - The Security Settings window is accessed
from the Security tab of the Internet
Options window.

@ Activer contralz and plug-ing j

Download unsigned ActiveX controls
Set to Enable (changed from default of Prompt). In most environments, this setting can be set to
Enable for all client workstations.

Initialize and script ActiveX controls not marked as safe

Set to Enable (changed from default of Prompt). The OCX control 1Q uses for images is allowed
to both read and write files, and consequently cannot be considered safe in an anonymous access
environment. In most environments, this setting can be set to Enable for all client workstations.
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Scanner software
Scanner software requires no special configuration.

Word Macro Security Settings

Printer configurations are used in 1Q to control bin selection for letter printing. Administrators or
other users who create printer configurations will need to use the Get Bin Number macro to
determine which numbers a specific printer uses to recognize a particular paper tray or bin. This
macro will not run properly with Word Macro Security set to High (the default value). In order
to run the Get Bin Number macro, this setting will need to be changed to low. This can be
restored to the default after the bin numbers are known and the printer configuration has been
created and tested.

21|

Security Lewel | Trusted Sources

™ Wery High. Only macros installed in trusted locations will be allowed
to run. All okher signed and unsigned macros are disabled,

™ High, only signed macros from trusted sources will be allowed to
run, Unsigned macros are automatically disabled,

™ Medium. ¥ou can choose whether or nat to run potentially unsafe
macras.

% iLow fnot recommended), You are not protected From potentially
unsafe macros, Use this setting only if wou have wvirus scanning
software installed, or wou have checked the safety of all documents
oLl OpEn.

Ok I Cancel |

Figure 20 -- Word Macro Security is modified by
selecting Security on the Macro
submenu of the Tools menu.

Backup Requirements

1Q requires no special backup of client workstations. Workstations backups should conform to
the policies currently in place.
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Summary

IQ Architecture review

1Q 3.0 uses the .NET Framework and running on a Windows 2003 web server, connecting to an
Oracle 10 database.

The “servers” referenced in this document refer to necessary roles in an 1Q implementation
rather than physical nodes. Server roles include:

e A web server, which must run 11S with Windows 2003. 11S® should be configured to run
SMTP Server and have a connection to the Oracle database;

e An Oracle database server, running Oracle 10.
Clients must run a Windows operating system, Internet Explorer 6.0 or higher and Word

2003.

For More Information

More information on specific requirements, please contact Dottie Sempsey or Walter
Hocketstaller at 703-206-0030.
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